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QUESTION 1

Instructions: For each of the following statements, select Yes if the statement is true. Otherwise, select No. Each correct
selection is worth one point.

Hot Area:
Answer Area Yes No
SSL can be used to secure network connec- @f@i\%bo o
tions to websites
O
You can use SSL for both encryption and au- @ o o
thentication é@@}
SSL requires both the client and seng’/@ o o
have certificates 4 o¥
Correct Answer:
Answer Area Yes No
>
SSL can be used to secure network connec- KE@ ° o
tions to websites @5-;]
&
You can use SSL for both encryption and au- @ o] i)
thentication {3@3
SSL requires both the client and senﬁr/@" o ol
4 o

have certificates i

-

* Secure Sockets Layer (SSL) is a cryptographic protocol designed to provide communications security over a computer
network, such as secure connections to websites.

* SSL is used for encryption but not for authentication.
* There is SSL for the web server, but the client does not have a SSL certificate.
SSL Certificates are small data files that digitally bind a cryptographic key to an organization details.

When installed on a web server, it activates the padlock and the https protocol (over port 443) and allows secure
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connections from a web server to a browser.

Reference: https://www.globalsign.com/en/ssl-information-center/what-is-an-ssl-certificate/

QUESTION 2

The president of your university asks you to set up a service website for students who live in dorms. The website\\'s
official launch date is in two days, and you do not have the resources needed to set up the server infrastructure and
develop

the system.

You need a cloud-based solution than can have the servers and storage available in two days.

Which Microsoft cloud solution achieves this goal?

A. Microsoft Intune

B. Microsoft Azure

C. Achieve Directory

D. Microsoft OneDrive

Correct Answer: B

Microsoft Azure is a cloud computing platform and infrastructure, created by Microsoft, for building, deploying and
managing applications and services through a global network of Microsoft-managed datacenters. Microsoft Azure

services include: Websites: High density hosting of websites.

Reference: http://en.wikipedia.org/wiki/Microsoft_Azure#Services

QUESTION 3

You are setting up the networking for a single-site motel. For three different classes of users, you need to specify the
most privileged network segment each can access.

Match each network to the class of users that cam access it.

Instructions: To answer, drag the appropriate network from the column of the left to the class of users on the right. Each
network may be used once, more than once, or not at all. Each correct match is worth one point.

Select and Place:
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Network Answer Area
)
@r\..
Private network Guests &,E Network
.1;1‘75’./'0

P~

&
Public network Emp§1> Network

3
’fa\

Extranet \’u siness Partners Network

Correct Answer:

Network Answer Area
©
)
Guests ©~  Public network
(0
&
=

i
Emp{éﬂ@ Private network

\'5.'4 siness Partners Extranct
O

* Guest have only public access.
* Only the Employees have access to the private network.
* An extranet is a private network that uses Internet technology and the public telecommunication system to securely

share part of a business\\'s information or operations with suppliers, vendors, partners, customers, or other businesses.
Reference: http://en.wikipedia.org/wiki/Extranet

QUESTION 4

Your sister is taking a video editing class at school. She purchased a 2-TB USB hard drive to store video files. She
wants to connect it to her Windows 10 computer at home. Video file will exceed 5 GB in size.

You need to prepare the new hard drive by formatting it with the appropriate file system.

Which file system should you choose?
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A. FAT

B. HFS

C. NTFS

D. FAT32

Correct Answer: C

References: https://answers.microsoft.com/en-us/windows/forum/windows_ 7-files/what-is-the-maximum-file-size-fat-
fat32-ntfs-file/1663db6b-490e-4021-9e36-f7a6976ac0cO

QUESTION 5

Your university has an Active Directory Domain Services (AD DS) infrastructure. All domain controllers run Windows
Server 2016.

You are responsible for the computer lab and must join all computers to the domain. The lab computers run Microsoft
Windows 10 Pro.

Which Windows Settings should you use? To answer, select the appropriate object in the answer area.

Hot Area:

Windows Settings

= ® (& E

System Devices Network & Internet Pérsonalization Apps

Cusplay. notihcabons Bluetooth, printers, mouse Wi-Fi, asrplane mode,

@ Fopona b SR

@@

R (ﬁ? {’l? El
e® .

Accounts Time & language Gaming Ease of Access Privacy
Your accounts, email, syn Speech, region, dat same bar, DVR Marrator, magnifier, high Location, came
work, family broadcasting Game Mode
L
Update & security Mixed reality
Windows Update, recovery Envirgnment, audio, display

Correct Answer:
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Windows Settings
| Find a setting |
1

O —

O —

= O 1=

; -]
System Metwork & Internet yFgrsonalization Apps
Cosplay, notifications, Bluetooth, printers, mouse Wi-Fi, airplane mode, VPN Icglound lock screen, Uninstall, defaults, optional
power colors features
(L\ = |
'
2 A G g &)
-
Accounts Time & language L Gaming Ease of Access Privacy
Your accounts, email, sync o Game bar, OVR, MNarrator, magnifier, high Location, camera
weork, family 4 broadeasting Game Mode Contrast
Update & security Mixed reality Cortana
Windows Update, recovery, Ervironment, audio, display Speech, permissons,
backup notifications

https://www.groovypost.com/howto/join-a-windows-10-client-domain/

QUESTION 6

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct
selection is worth one point.

Hot Area:
Answer Area
Statements Yes No
Windows 10 Storage Spaces are virtual drives that a in File Explorer O

Windows 10 Storage Spaces allow you to easyl@add more drives when you are | 2y

low on drive capacity

00O

If you use a two-way mirror in Wind
drives will result in data loss.

10 Storage Spaces, a failure of twvo ()

el

Correct Answer:
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Answer Area

Statements ,\\g: Yes No
_J
Windows 10 Storage Spaces are virtual drives that afggé&r in File Explorer O O
0) ©
Windows 10 Storage Spaces allow you to eas;;lg%dd more drives when you are | () O
lou on drive capacity _\/
£ et
O

If you use a two-way mirror in \\-’indﬂiﬁ% 10 Storage Spaces, a failure of twvo | ()
drives will result in data loss.

https://support.microsoft.com/en-us/help/12438/windows-10-storage-spaces

QUESTION 7
This question requires that you evaluate the underlined text to determine if it is correct.

Windows Server Active Directory enables single sign-on without the need for additional services, which simplifies user
access to thousands of cloud applications on Windows, Mac, and iOS devices.

Review the underlined text, if it makes the statement correct, select "No change is needed". If the statement is incorrect,
select the answer choice than makes the statement correct.

A. No change is needed

B. Microsoft Account

C. Active Directory Federation Services

D. Azure Active Directory

Correct Answer: D

Azure Active Directory is a comprehensive identity and access management cloud solution that provides a robust set of
capabilities to manage users and groups. Azure Active Directory enables single sign-on to simplify user access to

thousands of cloud applications from Windows, Mac, Android and iOS devices.

References: http://azure.microsoft.com/en-us/services/active-directory/

QUESTION 8

You are using dual monitors on a Windows 8.1 computer. You want to move system tray to the secondary monitor.
Which Display option in Control Panel should you select?

A. Make this my main display
B. Landscape orientation

C. PC Screen only
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D. Extend desktop to this display

Correct Answer: A

QUESTION 9

You are trying to access a file in a folder that is located on a Windows 10 computer. You are accessing the file over the
network from a second computer. You have the following permissions:

NTFS: Full Control

Share: Read Only

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Statements Yes No
You will be able to read the file @ g O £)
You will be able to delete je file O @)
You will be able to change the file O O

Correct Answer:
Answer Area

Statements Yes No
You will be able to read the file @ i ‘ O ‘ £
You will be able to delete ¢ je file O @)
You will be able to change the file O ®

https://www.howtogeek.com/72718/how-to-understand-those-confusing-windows-7-fileshare-permissions/

QUESTION 10
Which is a feature Active Directory Rights Management Services (AD RMS)?

A. manages Digital Rights Media (DRM) for digital media
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B. provides a permissions system that works with any cloud-based storage solution

C. manages share and file permissions on all servers in enterprise

D. allow users to define who can open, modify, print, or forward a document

Correct Answer: D

Windows Rights Management Services (also called Rights Management Services, Active Directory Rights Management
Services or RMS) is a form of Information Rights Management used on Microsoft Windows that uses encryption and a
form of selective functionality denial for limiting access to documents such as corporate e-mail, Word documents, and
web pages, and the operations authorized users can perform on them. Companies can use this technology to encrypt
information stored in such document formats, and through policies embedded in the documents, prevent the protected
content from being decrypted except by specified people or groups, in certain environments, under certain conditions,

and for certain periods of time.

Reference: http://en.wikipedia.org/wiki/Active_Directory_Rights_Management_Services

QUESTION 11
Match each Microsoft cloud service to the feature it provides.

Instructions: To answer, drag the appropriate Microsoft cloud service from the column of the left to its feature on the
right. Each service may be used once, more than once, or not at all. Each correct match is worth one point.

Select and Place:

Microsoft cloud service Answer Area

- .\.
,...(C.\,.‘ ’

SharePoint Online virtual mac l11'1'|/‘¢§_s;l§_fﬁ""

Microsoft Azure

Lync Online document [

Correct Answer:
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Microsoft cloud service Answer Area

i % a8 %
virtual machn'g’s' ) Microsoft Azure

. b

Lyne Online document

SharePoint Online

* Microsoft Azure Virtual Machines allow you to deploy a wide range of computing solutions in an agile way. With Virtual
Machines, you can deploy nearly instantaneously and you pay only by the minute.

* Present a document online using Lync

If you have Lync installed, you can present a document in an online conversation or meeting, work with other people on
it in real time, and even let someone else take control of it.

* A library is a collection of files. In SharePoint, a library is a type of list. Each file is a content item.

Libraries have extra features, such as synchronisation, viewing/editing, or managing files.

QUESTION 12

When you copy a file from one NTFS file system partition to a different NTFS partition, what happens to the file
permissions of the copied file?

A. They are the combined permissions of the original file and destination folder
B. They inherit the permissions of the destination folder

C. They remain the same as the original

D. They are removed, and only the creator is given full control

Correct Answer: B

When you copy a protected file to a folder on the same, or a different volume, it inherits the permissions of the target
directory.

Reference: http://www.ntfs.com/ntfs-permissions-files-moving.htm

QUESTION 13

This question requires that you evaluate the underlined text to determine if it is correct.
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The "EXFAT" file system can automatically verify and auto correct data to avoid file system errors.

Instructions: Review the underlined text. If it makes the statement correct, select "No change is needed". If the
statement is incorrect, select the answer choice than makes the statement correct.

A. No change is needed

B. NTFS

C. FAT32

D. ReFS

Correct Answer: D

Resilient File System (ReFS) is a Microsoft proprietary file system introduced with Windows Server 2012 with the intent
of becoming the "next generation” file system after NTFS. ReFS key design advantages are intended to include
automatic

integrity checking and data scrubbing, removing the need for chkdsk and protecting against data degradation.

Incorrect answers:

Not A: exFAT (Extended File Allocation Table) is a Microsoft file system optimized for flash drives. exFAT can be used
where the NTFS file system is not a feasible solution (due to data structure overhead), or where the file size limit of the

standard FAT32 file system is unacceptable.

Reference: http://en.wikipedia.org/wiki/ReFS
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