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QUESTION 1

You have a Microsoft 365 E5 tenant and the Windows 10 devices shown in the following table.

Name M:;:u‘:tr;)f;::::w &8 Configuration
Devicel Yes Onboarded to the Microsoft 365 compliance center
Device2 Yes Onboarded to Microsoft Defender for Endpoint
Device3 Yes Enrolled in Microsoft Intune
Deviced No Enrolled in Microsoft Intune

To which devices can you apply Microsoft 365 Endpoint data loss prevention (Endpoint DLP) settings?
A. Devicel, Device3, and Device4 only

B. Devicel, Device2, Device3, and Device4

C. Devicel and Device2 only

D. Devicel and Device3 only

E. Devicel only

Correct Answer: C

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dip-getting-
started?view=0365-worldwide

QUESTION 2

You are implementing a data classification solution.

The research department at your company requires that documents containing programming code be labeled as
Confidential. The department provides samples of the code from its document library. The solution must minimize
administrative

effort.

What should you do?

A. Create a custom classifier.

B. Create a sensitive info type that uses Exact Data Match (EDM).

C. Use the source code classifier.

D. Create a sensitive info type that uses a regular expression.

Correct Answer: C
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Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/classifier-learn-about?view=0365-worldwide

QUESTION 3

You have a Microsoft OneDrive for Business folder that contains the files shown in the following table.

Type Number of files
JPg 50
.docx 300
Axt 50
Zip 20

In Microsoft Cloud App Security, you create a file policy to automatically apply a classification. What is the effect of
applying the policy?

A. The policy will apply to only the .docx and .txt files. The policy will classify the files within 24 hours.
B. The policy will apply to all the files. The policy will classify only 100 files daily.

C. The policy will apply to only the .docx files. The policy will classify only 100 files daily.

D. The policy will apply to only the .docx and .txt files. The policy will classify the files immediately.
Correct Answer: C

Reference: https://docs.microsoft.com/en-us/cloud-app-security/azip-integration

QUESTION 4
HOTSPOT

You use project codes that have a format of three alphabetical characters that represent the project type, followed by
three digits, for example Abc123.

You need to create a new sensitive info type for the project codes.

How should you configure the regular expression to detect the content? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

(\s)( v \ & v )
[aAl(3} 67" | d{000-999}
[abc]{3} 2 d{123}
[alphal{3) d{3}
 [a-zA-Z)(3}

Correct Answer:

Answer Area

(\s)( v \ & LADIS
[2AI(3} 1| d{000-999)
[abcl3} ab d{123}
[alpha]{3} d{3}

AT

Reference: https://joannecklein.com/2018/08/07/build-and-use-custom-sensitive-information-types-in-office-365/

QUESTION 5

HOTSPOT

While creating a retention label, you discover that the following options are missing:
Mark items as a record

Mark items as a regulatory record

You need to ensure that the options are available when you create retention labels in the Microsoft 365 compliance
center.

How should you complete the PowerShell script? To answer, select the appropriate options in the answer area.
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NOTE: Each correct selection is worth one point.
Hot Area:

Answer Area

$UserCredential = Get-Credential

Import-Module |V

B
AzureRM ﬁ<(\\>\)

ExchangeDnlineMangg%ﬁ@ﬁ%

Microsoft.Online .@b’?‘fe]?oint .PowerShell
MicrcsoftTeam?gLﬁj“ '

P &

- : y
[%%ﬁy edential $UserCredential
Connect-Aa deervice@ i i
b,

Connect-AzureAD
Connect-AzureRMA
Connect-IPESSer7

W -Enabled Strue

&
Enable—CoﬁégﬁanceTagStorage
~ New-ComplianceTag

Sét-RegulatoryComplianceUI
Set-RetentionCompliancePolicy

Correct Answer:
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Answer Area

$UserCredential = Get-Credential

Import-Module _a I v
AzureEREM N\)
ExchangeOnlineMan
Microsoft.Online .:'\ rePoint .PowerShell
MicrosoftTeam i

X

Ea® . y
[,ﬁﬁf edential $UserCredential
X',

Connect-LAa deervice@
Connect-AzureAD _ ﬂ§ﬂ
Connect-AzureRMAccount
Connect-IPPSSessien

| ¥ -Enabled Strue

Enable—CoﬁégﬁanceTagStorage
New-ComplianceTag

éet—RegulaﬁdEyCoﬁﬁlianceUI
Set-RetentionCompliancePolicy

QUESTION 6
HOTSPOT
You enable archive mailboxes for all the users at your company.

The Default MRM Policy is shown in the MRM exhibit.
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Default MRM Policy

This policy contains the following retention tags

1 Month Delete A
1 Week Delete 3 \\, |
1 Year Delete ]

5 Year Delete o

f\f i3
- %

6 Month Delete D
Default 2 year movéi[fd archive

Junk Email

Never Delete

Personal l‘yéar move to archive

Personal 5 year move to archive

Personal never move to archive
Recoverable items 14 days move to archive

A Microsoft 365 retention label policy is shown in the Label Policy exhibit.
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Exchange Label Policy

Status
Enabled (Pending)

Policy name
Exchange Label Policy

Description o
Label policy for Exchange)

Applies to contentm these locations
Exchange email

Settings

Publish labels for your users
« 10 Year — Do not Delete

« 2 Year Delete

Preservation lock
No
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You need to identify the following:

How many years until an email is archived?

What should you modify to change the retention period for archiving?

What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
Answer Area
By default, email is: A v
.r\ .
Deleted after MW
Deleted after dmge month
Retamedm{he mailbox for 10 years
ng%ditp‘the archive mailbox after two years
To change the retention ¢  De®
period for archiving, modi_fy;,,.jig" v
/\/ The Default MRM Policy
x The Exchange Labe! Policy
The properties of the archive mailbox

Correct Answer:

Answer Area

By default, email is: - v

Deleted after MW

Deleted aftfléhﬁ month

Retainedin the mailbox for 10 years
M%@\@EE archive mailbox after two years

To change the retention N 1D

b

period for archiving, modify'-*fg" v

The Default MRM Policy
The Exchange Label F’ollcy
The properties of the archive mailbox

|ll (

& /l

h W >
\ ../
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QUESTION 7
HOTSPOT

You create a retention policy as shown in the following exhibit.

Latest SC-400 Dumps | SC-400 PDF Dumps | SC-400 Practice Test 10/21


https://www.lead4pass.com/sc-400.html
https://www.lead4pass.com/sc-400.html
https://www.lead4pass.com/sc-400.html

i VCE & PDF https://lwww.lead4pass.com/sc-400.html
N — || 2021 Latest lead4pass SC-400 PDF and VCE dumps Download

o —

— Leadd4Pass.com

Retention Policy 1

Status
Enabled (Pending)

Policy name

%

Retention Policy 1 _ 4 ”\>
rg}
o~
\ \J)
Description

Retention Policy for Sharep@t@?tel and Exchange

Applies to conte se Iocattons
Exchange ema I({kx

SharePom@@

Settlngs
Retention period
Keep content, and delete it if it's older than 10 years

Preservation lock
No data available
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A user named Userl deletes a file named Filel.docx from a Microsoft SharePoint Online site named Sitel.
A user named User2 deletes an email and empties the Deleted Items folder in Microsoft Outlook.

Where is the content retained one year after deletion? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

File.docx: @ v
Preservation H_old

Recoverable Iterns
SubstrateHoIds
_The first-stage Recycle Bin

Email?, "W v

Preservation Hold
Recoverable Items
SubstrateHolds

The first-stage Recycle Bin

Correct Answer:
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Answer Area

File.docx: P <A 4

o

Preservation m

Recoverab_le-_ I'té}ns
SubstrateHolds

The Tirst-stage Recycle Bin

Email$ 08~ v

Preservation Hold
Recoverable Items
SubstrateHolds

The first-stage Recycle Bin

QUESTION 8

You need to recommend a solution that meets the Data Loss Prevention requirements for the HR department. Which
three actions should you perform? Each correct answer presents part of the solution. (Choose three.) NOTE: Each
correct selection is worth one point.

A. Schedule EdmUploadAgent.exe to hash and upload a data file that contains employee information.

B. Create a sensitive info type rule package that contains the EDM classification.

C. Define the sensitive information database schema in the XML format.

D. Create a sensitive info type rule package that contains regular expressions.

E. Define the sensitive information database schema in the CSV format.
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Correct Answer: ABC

QUESTION 9

HOTSPOT

You have a Microsoft 365 E5 tenant.

Data loss prevention (DLP) policies are applied to Exchange email, SharePoint sites, and OneDrive accounts locations.
You need to use PowerShell to retrieve a summary of the DLP rule matches from the last seven days.

Which PowerShell module and cmdlet should you use? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Module: | B 4

NN

Azure Active Directéi‘y-' (Azure AD)

e iy

Exchange Online

= i i}

Cmdlet: | 1’\\05 - v

I_ugét-'-D'IpDetailReport

, Get-DipDetectionsReport
Get-DlIpPolicy

Get-DIpSiDetectionsReport

Correct Answer:
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Answer Area

Module: = v

- - k.

Azure Active Dn:e'(‘:ft_ory (Azure AD)

Exchange Ogl;n@u
SharePomt Onhne

Cmdlet: O v

I}'\.,-\x 1

Get- DipDetailReport
E%\%}et-DlpDetectlonsReport

Get-DlpPolicy

Get-DlIpSiDetectionsReport

Reference: https://docs.microsoft.com/en-us/powershell/module/exchange/get-dipdetectionsreport?view=exchange-ps

QUESTION 10
You have a Microsoft 365 tenant.

You have a Microsoft SharePoint Online site that contains employment contracts in a folder named
EmploymentContracts. All the files in EmploymentContracts are marked as records.

You need to recommend a process to ensure that when a record is updated, the previous version of the record is kept
as a version of the updated record.

What should you recommend?

A. Upload an updated file plan that contains the record definition.

B. Unlock the record, modify the record, and then lock the record.

C. Create a copy of the record and enter a version in the file metadata.

D. Create a new label policy associated to an event that will apply to the record.
Correct Answer: B

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/record-versioning?view=0365-worldwide
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QUESTION 11
HOTSPOT
You plan to implement Microsoft 365 Endpoint data loss prevention (Endpoint DLP).

You need to identify which end user activities can be audited on the endpoints, and which activities can be restricted on
the endpoints.

What should you identify for each activity? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Print a protected document: v

Can be audited only
Can be restricted only
Can be_auaﬁe‘—d and restricted

Create a document in a >3
monitored location: /az;zfi/‘ v

[_Ean be audited only
Can be restricted only
Can be audited and restricted

Copy a prc:-tect"ed document
to USB removable media: v

Can be audited only
Can be restricted only
Can be audited and restricted

Correct Answer:
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Answer Area

Print a protected document: v

Can be audited ﬁnﬁ

Can be restricted-only
Can be/afgﬂ@iagnd restricted

Create a document in a
monitored location: = &

% be audited only
Can be restricted only

Can be audited and restricted

Copy a protected. document
to USB removable media: v

Can be audited only
Can be restricted only
Can be audited and restricted

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dip-learn-about?view=0365-worldwide

QUESTION 12

You have a Microsoft 365 tenant that contains the users shown in the following table.

Name _Role
Userl Global administrator
User2 Secufity administrator
User3 | €empliance administrator
Userd Search administrator

You configure a retention label to trigger a disposition review at the end of the retention period.

Which users can access the Disposition tab in the Microsoft 365 compliance center to review the content?
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A. Userl only

B. User2 only

C. User3 only

D. Userl and User3
E. User3 and User4
Correct Answer: C

Reference: https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/permissions-in-the-security-and-
compliance-center?view=0365-worldwide

QUESTION 13
HOTSPOT
You need to implement an information compliance policy to meet the following requirements:

Documents that contain passport numbers from the United States, Germany, Australia, and Japan must be identified
automatically.

When a user attempts to send an email or an attachment that contains a passport number, the user must receive a
tooltip in Microsoft Outlook.

Users must be blocked from using Microsoft SharePoint Online or OneDrive for Business to share a document that
contains a passport number.

What is the minimum number of sensitivity labels and auto-labeling policies you should create? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Sensitivity labels: = v

. Py
4

ing policies: v

Auto-labelin
R

A
o
.-—-\\' :' E);-}
©,°
FY = i
\\ B 2 g -
. W
b "'-”/ //

W N

Correct Answer:

Latest SC-400 Dumps | SC-400 PDF Dumps | SC-400 Practice Test 19/21


https://www.lead4pass.com/sc-400.html
https://www.lead4pass.com/sc-400.html
https://www.lead4pass.com/sc-400.html

- VCE & PDF https://lwww.lead4pass.com/sc-400.html
y— | 2021 Latest lead4pass SC-400 PDF and VCE dumps Download

;1—.

= Lead4Pass.com
Answer Area

Sensitivity labels: _ v

=

g ._-;_.

Auto~|qbé@i‘§§ policies: v

g, U, S

o

W N

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/get-started-with-sensitivity-
labels?view=0365-worldwide
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