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QUESTION 1

You configure a new Microsoft 365 tenant to use a default domain name of contoso.com.

You need to ensure that you can control access to Microsoft 365 resources by using conditional access policies.
What should you do first?

A. Disable the User consent settings.

B. Disable Security defaults.

C. Configure a multi-factor authentication (MFA) registration policy.

D. Configure password protection for Windows Server Active Directory.

Correct Answer: B

Reference: https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/concept-fundamentals-security-
defaults

QUESTION 2
You have a Microsoft 365 tenant.
You have 100 IT administrators who are organized into 10 departments.

You create the access review shown in the exhibit. (Click the Exhibit tab.)
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Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * | Admin review W

Description (0

Start date * 12/18/2020 i)

Frequency Monthly ﬁ\c\\g - i l

Duration (in days) (7) e e——— ————__.__0 @_) —?

End () ) End by Dccurrences @

Mumber of time 0

End date o720 Q ) 0
Users @&}

Scope (®) Everyone

Review role membership {pe and eligible) *
Application Administ others

Reviewers

Reviewers [Preview) Manager il

(Preview) Fallback reviewers (@)
Megan Bowen

' Upon completion settings

You discover that all access review requests are received by Megan Bowen.

You need to ensure that the manager of each department receives the access reviews of their respective department.
Solution: You set Reviewers to Member (self).

Does this meet the goal?

A. Yes
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B. No

Correct Answer: B
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Reference: https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

QUESTION 3

HOTSPOT

You have an Azure Active Directory (Azure AD) tenant that has the default App registrations settings. The tenant
contains the users shown in the following table.

Name

Role

Admin1

Application administrator

Admin2

Application developer

Admin3

Clouds@pplication administrator

User1

User

You purchase two cloud apps named Appl and App2. The global administrator registers Appl in Azure AD.

You need to identify who can assign users to Appl, and who can register App2 in Azure AD.

What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Can assign users to App1:

y . v
Admin1only _<C%"
Admin3 o _,h__,/'
Admint,andAdmin3 only

Admint;Admin2, and Admin3 only

1, Admin2, Admin3, and User1

{C —
\,\<
Can register App2 in Azur D v
o > [Admint only
X Admin3 only
V \y; Admin1 and Admin3 only
g Admin1, Admin2, and Admin3 only
Admin1, Admin2, Admin3, and User1

Correct Answer:
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Answer Area

Can assign users to App1:
Admin1 only

Admin3 only '~
Admini,and"Admin3 only
Admint;Admin2, and Admin3 only
Admin1, Admin2, Admin3, and User1

Can register App2 in Azurq--AD:_\- ' -
(> |Admin1 only

Admin3 only

Admin1 and Admin3 only

Admin1, Admin2, and Admin3 only

Admin1, Admin2, Admin3, and User1

QUESTION 4

You have a Microsoft Exchange organization that uses an SMTP address space of contoso.com.

Several users use their contoso.com email address for self-service sign-up to Azure Active Directory (Azure AD).
You gain global administrator privileges to the Azure AD tenant that contains the self-signed users.

You need to prevent the users from creating user accounts in the contoso.com Azure AD tenant for self-service sign-up
to Microsoft 365 services.

Which PowerShell cmdlet should you run?
A. Set-MsolCompanySettings

B. Set-MsolDomainFederationSettings

C. Update-MsolfederatedDomain

D. Set-MsolDomain

Correct Answer: A

Reference: https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/directory-self-service-signup
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QUESTION 5

You need to meet the planned changes and technical requirements for Appl. What should you implement?
A. a policy set in Microsoft Endpoint Manager

B. an app configuration policy in Microsoft Endpoint Manager

C. an app registration in Azure AD

D. Azure AD Application Proxy

Correct Answer: C

Reference: https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-register-app

QUESTION 6
You have a Microsoft 365 tenant.
All users have mobile phones and laptops.

The users frequently work from remote locations that do not have Wi-Fi access or mobile phone connectivity. While
working from the remote locations, the users connect their laptop to a wired network that has internet access.

You plan to implement multi-factor authentication (MFA).

Which MFA authentication method can the users use from the remote location?
A. a verification code from the Microsoft Authenticator app

B. security questions

C. voice

D. SMS

Correct Answer: B

QUESTION 7
You have a Microsoft 365 tenant.

All users have computers that run Windows 10. Most computers are company-owned and joined to Azure Active
Directory (Azure AD). Some computers are user-owned and are only registered in Azure AD.

You need to prevent users who connect to Microsoft SharePoint Online on their user-owned computer from
downloading or syncing files. Other users must NOT be restricted.

Which policy type should you create?
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A. a Microsoft Cloud App Security activity policy that has Microsoft Office 365 governance actions configured
B. an Azure AD conditional access policy that has session controls configured

C. an Azure AD conditional access policy that has client apps conditions configured

D. a Microsoft Cloud App Security app discovery policy that has governance actions configured

Correct Answer: B

Reference: https://docs.microsoft.com/en-us/cloud-app-security/proxy-intro-aad

QUESTION 8

You have a Microsoft 365 tenant that uses the domain named fabrikam.com. The Guest invite settings for Azure Active
Directory (Azure AD) are configured as shown in the exhibit. (Click the Exhibit tab.)

SC-300 PDF Dumps | SC-300 Study Guide | SC-300 Braindumps 8/15


https://www.lead4pass.com/sc-300.html
https://www.lead4pass.com/sc-300.html
https://www.lead4pass.com/sc-300.html

- VCE & PDF https://lwww.lead4pass.com/sc-300.html
N — ] 2021 Latest lead4pass SC-300 PDF and VCE dumps Download

o —

— Leadd4Pass.com

Guest user access

Guest user access restrictions (Preview) (0)

Learn more
Guest users have the same access as members (most inclusive)

@ Guest users have limited access to properties and memberships of directory objects

O (Guest user access is restricted to properties and memberships of their own directory objects (most restrictive)

I

» v " = _| |_\
Guest invite settings L @
/1 r . N \/
Admins and users in the guest inviter role can invite () ,--"""-.\\.\\\ "
P = o i _ \'.I b 4
L Yes Mo Py, @
" o \u
Members can invite O \, @ J
e \ . =
L Yes Mo ) o>

Guests can invite ()

" i e,
[ Yes No & N .

. " — ./"(_,-' |
Email One-Time Passcode forguests 0 " % 4

. 7
Learn mare II B
I/. e — \ Y | [\-\. 'f\"\\,"'
L Yes No ) & RaE
r _ wWwai

Learn mare " ¢
& No ) an. (L7
' (3 0 F e
. A A
\ b?/f
/A-‘ .."\.\ S

. W
Collaboration re_&mﬁmns
(®) allow invitations to be sent to any domain (most inclusive)
O Deny invitations to the specified domains

(O Allow invitations only to the specified domains (most restrictive)

A user named bsmith@fabrikam.com shares a Microsoft SharePoint Online document library to the users shown in the
following table.

Name Email Description
Useri Userl@contoso.com gﬁest user in fabrikam.com
.ﬁ?user who has never accessed
Lisels el aaiigos tom j‘*’ resources in fabrikam.com
Userd Userd@fabrkam com A user in fabrikam com

Which users will be emailed a passcode?
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A. User2 only

B. Userl only

C. Userl and User2 only

D. Userl, User2, and User3
Correct Answer: A

Reference: https://docs.microsoft.com/en-us/azure/active-directory/external-identities/one-time-passcode

QUESTION 9
You have a Microsoft 365 tenant.
You have 100 IT administrators who are organized into 10 departments.

You create the access review shown in the exhibit. (Click the Exhibit tab.)
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Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * | Admin review ¥

Description ()

Start date * 12/18/2020 =

Frequency | Monthly /“\\\\} bt |

U b
Duration {,n day-s} Gl ——————_———-ﬂ @ ! 14 i
) O
End © L Never End by Dr:r:urrenr:es J §

MNumber of times 0

End date 0141 .----31 Q‘ ﬁ

Users
Scope (®) Everyone
Review role membership and EIigib[E] X
Application Administ others
Reviewers _//_>
Reviewers review) Manager v

(Preview) Fallback reviewers (O
Megan Bowen

»  Upon completion seftings

You discover that all access review requests are received by Megan Bowen.

You need to ensure that the manager of each department receives the access reviews of their respective department.
Solution: You modify the properties of the IT administrator user accounts.

Does this meet the goal?

A. Yes
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B. No
Correct Answer: A

Reference: https://docs.microsoft.com/en-us/azure/active-directory/governance/create-access-review

QUESTION 10
You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest.

You discover that when a user account is disabled in Active Directory, the disabled user can still authenticate to Azure
AD for up to 30 minutes.

You need to ensure that when a user account is disabled in Active Directory, the user account is immediately prevented
from authenticating to Azure AD.

Solution: You configure password writeback.
Does this meet the goal?

A. Yes

B. No

Correct Answer: B

Reference: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/choose-ad-authn

QUESTION 11
You have an Azure Active Directory (Azure AD) tenant named contoso.com.
You plan to bulk invite Azure AD business-to-business (B2B) collaboration users.

Which two parameters must you include when you create the bulk invite? Each correct answer presents part of the
solution

NOTE: Each correct selection is worth one point.
A. email address

B. redirection URL

C. username

D. shared key

E. password

Correct Answer: AB

Reference: https://docs.microsoft.com/en-us/azure/active-directory/external-identities/tutorial-bulk-invite
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QUESTION 12

You have an Azure Active Directory (Azure AD) tenant.

You create an enterprise application collection named HR Apps that has the following settings:
Applications: Appl, App2, App3

Owners: Adminl Users and groups: HRUsers

All three apps have the following Properties settings: Enabled for users to sign in: Yes User assignment required: Yes
Visible to users: Yes

Users report that when they go to the My Apps portal, they only see Appl and App2.
You need to ensure that the users can also see App3.

What should you do from App3?

A. From Users and groups, add HRUsers.

B. From Single sign-on, configure a sign-on method.

C. From Properties, change User assignment required to No.

D. From Permissions, review the User consent permissions.

Correct Answer: A

Reference: https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/assign-user-or-group-access-portal
https://docs.microsoft.com/en-us/azure/active-directory/user-help/my-applications-portal-workspaces

QUESTION 13

You have an Azure Active Directory (Azure AD) tenant named contoso.com.

All users who run applications registered in Azure AD are subject to conditional access policies.

You need to prevent the users from using legacy authentication.

What should you include in the conditional access policies to filter out legacy authentication attempts?
A. a cloud apps or actions condition

B. a user risk condition

C. aclient apps condition

D. a sign-in risk condition

Correct Answer: C

Reference: https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/block-legacy-authentication
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