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QUESTION 1

DRAG DROP 

Your company is creating a new camera security system that will use Azure IoT Hub. 

You plan to use an Azure IoT Edge device that will run Ubuntu Server 18.04. 

You need to configure the IoT Edge device. 

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions
to the answer area and arrange them in the correct order. 

Select and Place: 

Correct Answer: 
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Step 1: Run the following commands 

Install the container runtime. 

Azure IoT Edge relies on an OCI-compatible container runtime. For production scenarios, we recommended that you
use the Moby-based engine provided below. The Moby engine is the only container engine officially supported with
Azure 

IoT Edge. Docker CE/EE container images are compatible with the Moby runtime. 

Install the Moby engine. 

sudo apt-get install moby-engine 

Install the Moby command-line interface (CLI). The CLI is useful for development but optional for production
deployments. 

sudo apt-get install moby-cli 

Install the security daemon. The package is installed at /etc/iotedge/. 

sudo apt-get install iotedge 

Step 2: From Iot Hub,create an IoT Edge device registry entry. 

Note: In your IoT Hub in the Azure portal, IoT Edge devices are created and managed separately from IOT devices that
are not edge enabled. 
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Sign in to the Azure portal and navigate to your IoT hub. 

In the left pane, select IoT Edge from the menu. 

Select Add an IoT Edge device. 

Provide a descriptive device ID. Use the default settings to auto-generate authentication keys and connect the new
device to your hub. 

Select Save. 

Retrieve the connection string in the Azure portal 

1.

 When you\\'re ready to set up your device, you need the connection string that links your physical device with its
identity in the IoT hub. 

2.

 From the IoT Edge page in the portal, click on the device ID from the list of IoT Edge devices. 

3.

 Copy the value of either Primary Connection String or Secondary Connection String. 

Step 3: Add the connection string to.. 

To manually provision a device, you need to provide it with a device connection string that you can create by registering
a new device in your IoT hub. 

Open the configuration file. 

sudo nano /etc/iotedge/config.yaml 

Find the provisioning configurations of the file and uncomment the Manual provisioning configuration section. Update
the value of device_connection_string with the connection string from your IoT Edge device. 

Save and close the file. 

After entering the provisioning information in the configuration file, restart the daemon: 

sudo systemctl restart iotedge 

Reference: https://docs.microsoft.com/en-us/azure/iot-edge/how-to-install-iot-edge-linux 

 

QUESTION 2

You have an Azure IoT solution that includes an Azure IoT hub, a Device Provisioning Service instance, and 1,000
connected IoT devices. 

All the IoT devices are provisioned automatically by using one enrollment group. 

You need to temporarily disable the IoT devices from the connecting to the IoT hub. 
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Solution: You delete the enrollment group from the Device Provisioning Service. 

Does the solution meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

Instead, from the Device Provisioning Service, you disable the enrollment group, and you disable device entries in the
identity registry of the IoT hub to which the IoT devices are provisioned. 

Reference: https://docs.microsoft.com/bs-latn-ba/azure/iot-dps/how-to-unprovision-devices 

 

QUESTION 3

DRAG DROP 

You have an Azure IoT hub. 

You plan to attach three types of IoT devices as shown in the following table. 

You need to select the appropriate communication protocol for each device. 

What should you select? To answer, drag the appropriate protocols to the correct devices. Each protocol may be used
once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content. 

NOTE: Each correct selection is worth one point. 

Select and Place: 
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Correct Answer: 

 

 

QUESTION 4

You have an Azure subscription that contains the resources shown in the following table. 

You create a group enrollment in DPS1 and enroll 100 loT devices. Each device is issued a leaf certificate from CAT. 
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You need to deprovision a single loT device from the group enrollment. 

The solution must not affect the other devices. 

Solution: You delete the device entry from the device registry of Hub1. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 5

You have three Azure IoT hubs named Hub1, Hub2, and Hub3, a Device Provisioning Service instance, and an IoT
device named Device1. 

Each IoT hub is deployed to a separate Azure region. 

Device enrollment uses the Lowest latency allocation policy. 

The Device Provisioning Service uses the Lowest latency allocation policy. 

Device1 is auto-provisioned to Hub1 by using the Device Provisioning Service. 

Device1 regularly moves between regions. 

You need to ensure that Device1 always connects to the IoT hub that has the lowest latency. 

What should you do? 

A. Configure device attestation that uses X.509 certificates. 

B. Implement device certificate rolling. 

C. Disenroll and reenroll Device1. 

D. Configure the re-provisioning policy. 

Correct Answer: D 

Automated re-provisioning support. 

Microsoft added first-class support for device re-provisioning which allows devices to be reassigned to a different IoT
solution sometime after the initial solution assignment. Re-provisioning support is available in two options: 

Factory reset, in which the device twin data for the new IoT hub is populated from the enrollment list instead of the old
IoT hub. This is common for factory reset scenarios as well as leased device scenarios. 

Migration, in which device twin data is moved from the old IoT hub to the new IoT hub. This is common for scenarios in
which a device is moving between geographies. 

Reference: 
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https://azure.microsoft.com/en-us/blog/new-year-newly-available-iot-hub-device-provisioning-service-features/ 

 

QUESTION 6

You have an Azure loT solution that contains an Azure IoT hub and the Azure IoT Edge gateways shown in the
following table. 

You have the leaf devices shown in the following table. 

The IoT hub receives the messages shown in the following table. 
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You plan to a deploy a new Azure Time Series Insight environment. 

You need to recommend a Time Series ID property name to ensure that the telemetry of each device will be stored in a
separate time series instance. 

What should you recommend? 

A. Device ID 

B. Device ID and Asset ID 

C. Device ID and Gateway ID 

D. Device ID. Asset ID, and Temperature 

Correct Answer: C 
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QUESTION 7

DRAG DROP 

You have an Azure IoT Central application. 

You need to connect IoT devices that use SAS tokens to the application without first registering the devices. 

In which order should you perform the actions? To answer, move all actions from the list of actions to the answer area
and arrange them in the correct order. 

Select and Place: 

Correct Answer: 

AZ-220 PDF Dumps | AZ-220 Study Guide | AZ-220 Braindumps                             10 / 17

https://www.leads4pass.com/az-220.html
https://www.leads4pass.com/az-220.html
https://www.leads4pass.com/az-220.html


https://www.leads4pass.com/az-220.html
2024 Latest leads4pass AZ-220 PDF and VCE dumps Download

 

 

QUESTION 8

You are configuring a production environment for an Azure IoT solution. 

You plan to deploy 1,000 IoT devices. Each device will send one device-to-cloud message every hour. Each message
will be 4 KB. 

You need to deploy an Azure IoT hub that will support the IoT device deployment. The solution must meet the following
requirements: 

Perform bulk device operations such as creating multiple device identities. 

Minimize costs 

What should you deploy? 

A. one unit of the B1 tier 

B. one unit of the free tier 

C. one unit of the S1 tier 

D. one unit of the S2 tier 

Correct Answer: B 

Reference: https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-quotas-throttling 
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QUESTION 9

HOTSPOT 

You have an Azure loT hub You have four Azure loT Edge devices and. The device twin code shown in the following
table. 

You have three deployments and the deployment code shown in the following table. 
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For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct
selection is worth one point. 

Hot Area: 

Correct Answer: 

 

 

QUESTION 10

You plan to develop modules for an Azure IoT Edge solution. 

You need to recommend a development tool that supports the following: 

1. 

Node.js 

2. 
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Module templates 

3. 

Development on Linux workstations What should you recommend? 

A. the Azure IoT explorer 

B. Microsoft Visual Studio 

C. Microsoft Visual Studio Online 

D. Microsoft Visual Studio Code 

Correct Answer: C 

Use Visual Studio Code to develop Node.js code and deploy it to a device running Azure IoT Edge. 

You can use IoT Edge modules with Linux containers to deploy code that implements your business logic directly to
your IoT Edge devices. 

Reference: 

https://docs.microsoft.com/en-us/azure/iot-edge/tutorial-node-module?view=iotedge-2020-11 

 

QUESTION 11

You have 10 IoT devices that connect to an Azure IoT hub named Hub1. 

From Azure Cloud Shell, you run az iot hub monitor-events --hub-name Hub1 and receive the following error message:
"az iot hub: \\'monitor-events\\' is not in the \\'az iot hub\\' command group. See \\'az iot hub --help\\'." 

You need to ensure that you can run the command successfully. 

What should you run first? 

A. az iot hub monitor-feedback --hub-name Hub1 

B. az iot hub generate-sas-token --hub-name Hub1 

C. az iot hub configuration list --hub-name Hub1 

D. az extension add -name azure-cli-iot-ext 

Correct Answer: D 

Execute az extension add --name azure-cli-iot-ext once and try again. 

In order to read the telemetry from your hub by CLI, you have to enable IoT Extension with the following commands:
Add: az extension add --name azure-cli-iot-ext 

Reference: https://github.com/MicrosoftDocs/azure-docs/issues/20843 
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QUESTION 12

You have 10,000 IoT devices that connect to an Azure IoT hub. The devices do not support over-the-air (OTA) updates. 

You need to decommission 1,000 devices. The solution must prevent connections and autoenrollment for the
decommissioned devices. 

Which two actions should you perform? Each correct answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. Update the connectionState device twin property on all the devices. 

B. Blacklist the X.509 root certification authority (CA) certificate for the enrollment group. 

C. Delete the enrollment entry for the devices. 

D. Remove the identity certificate from the hardware security module (HSM) of the devices. 

E. Delete the device identity from the device registry of the IoT hub. 

Correct Answer: BC 

B: X.509 certificates are typically arranged in a certificate chain of trust. If a certificate at any stage in a chain becomes
compromised, trust is broken. The certificate must be blacklisted to prevent Device Provisioning Service from
provisioning devices downstream in any chain that contains that certificate. 

C: Individual enrollments apply to a single device and can use either X.509 certificates or SAS tokens (in a real or virtual
TPM) as the attestation mechanism. (Devices that use SAS tokens as their attestation mechanism can be provisioned
only through an individual enrollment.) To blacklist a device that has an individual enrollment, you can either disable or
delete its enrollment entry. 

To blacklist a device that has an individual enrollment, you can either disable or delete its enrollment entry. 

Reference: https://docs.microsoft.com/en-us/azure/iot-dps/how-to-revoke-device-access-portal 

 

QUESTION 13

You have an Azure Stream Analytics job that receives input from an Azure IoT hub and sends the outputs to Azure Blob
storage. The job has compatibility level 1.1 and six streaming units. You have the following query for the job. 

You plan to increase the streaming unit count to 12. 

You need to optimize the job to take advantage of the additional streaming units and increase the throughput. 

Solution: You change the query to the following. 
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Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

Max number of Streaming Units with one step and with no partitions is 6. 

Reference: https://docs.microsoft.com/en-us/azure/stream-analytics/stream-analytics-parallelization 

 

QUESTION 14

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this question, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You have devices that connect to an Azure IoT hub. Each device has a fixed GPS location that includes latitude and
longitude. 

You discover that a device entry in the identity registry of the IoT hub is missing the GPS location. 

You need to configure the GPS location for the device entry. The solution must prevent the changes from being
propagated to the physical device. 

Solution: You use an Azure policy to apply tags to a resource group. 

Does the solution meet the goal? 

A. Yes 

B. No 

Correct Answer: B 
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Instead add the desired properties to the device twin. 

Note: Device Twins are used to synchronize state between an IoT solution\\'s cloud service and its devices. Each
device\\'s twin exposes a set of desired properties and reported properties. The cloud service populates the desired
properties with values it wishes to send to the device. When a device connects it requests and/or subscribes for its
desired properties and acts on them. 

Reference: https://azure.microsoft.com/sv-se/blog/deep-dive-into-azure-iot-hub-notifications-and-device-twin/ 

 

QUESTION 15

You have IoT devices that connect to an Azure IoT hub. 

From IoT Hub, you create an Event subscription to be notified when devices are registered to IoT Hub. You select
webhook endpoint as a handler for the Event subscription. 

Which two types of Event Grid messages will be received by the webhook? Each correct answer presents a complete
solution. 

NOTE: Each correct selection is worth one point. 

A. Microsoft.Devices.DeviceCreated 

B. Microsoft.Resources.ResourceWriteSuccess 

C. Microsoft.EventGrid.SubscriptionValidationEvent 

D. Microsoft.Devices.DeviceConnected 

Correct Answer: AC 

Microsoft.Devices.DeviceCreated: Published when a device is registered to an IoT hub. 

The first thing you want to do is handle Microsoft.EventGrid.SubscriptionValidationEvent events. Every time someone
subscribes to an event, Event Grid sends a validation event to the endpoint with a validationCode in the data payload. 

Reference: https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-event-grid https://docs.microsoft.com/en-
us/azure/event-grid/receive-events 
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