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QUESTION 1

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You have a Microsoft 365 subscription. 

You need to prevent users from accessing your Microsoft SharePoint Online sites unless the users are connected to
your on-premises network. 

Solution: From the Endpoint Management admin center, you create a device configuration profile. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

You need to create a trusted location and a conditional access policy. 

 

QUESTION 2

You have a Microsoft 365 E5 subscription. 

All users have Mac computers. All the computers are enrolled in Microsoft Endpoint Manager and onboarded to
Microsoft Defender Advanced Threat Protection (Microsoft Defender ATP). 

You need to configure Microsoft Defender ATP on the computers. 

What should you create from the Endpoint Management admin center? 

A. a Microsoft Defender ATP baseline profile 

B. a device configuration profile 

C. an update policy for iOS 

D. a mobile device management (MDM) security baseline profile 

Correct Answer: B 

Reference: https://docs.microsoft.com/en-us/mem/intune/protect/advanced-threat-protection-configure 
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QUESTION 3

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You have a Microsoft Azure Active Directory (Azure AD) tenant named contoso.com. You create an Azure Advanced
Threat Protection (ATP) workspace named Workspace1. The tenant contains the users shown in the following table. 

You need to modify the configuration of the Azure ATP sensors. 

Solution: You instruct User2 to modify the Azure ATP sensor configuration. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

 

 

QUESTION 4

HOTSPOT 

You have a Microsoft 365 E5 tenant 

You create a data toss prevention (DLP) policy to prevent users from using Microsoft Teams to share internal
documents with external users. 

To which two locations should you apply the policy? To answer, select the appropriate locations in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 
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QUESTION 5

You have a Microsoft 365 E5 subscription. 

Users have the devices shown in the following table. 
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On which devices can you manage apps by using app configuration policies in Microsoft Endpoint Manager? 

A. Device1, Device4, and Device6 

B. Device2, Device3, and Device5 

C. Device1, Device2, Device3, and Device6 

D. Device1, Device2, Device4, and Device5 

Correct Answer: C 

You can create and use app configuration policies to provide configuration settings for both iOS/iPadOS or Android
apps on devices that are and are not enrolled in Microsoft Endpoint Manager. 

Reference: https://docs.microsoft.com/en-us/mem/intune/apps/app-configuration-policies-overview 

 

QUESTION 6

You have a Microsoft 365 tenant that contains the groups shown in the following table. 

You plan to create a new Windows 10 Security Baseline profile. To which groups can you assign to the profile? 

A. Group3 only 

B. Group1 and Group3 only 

C. Group2 and Group3 only 
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D. Group1, Group2, and Group3 

Correct Answer: A 

Reference: https://docs.microsoft.com/en-us/mem/intune/protect/security-baselines-configure#create-the-profile
https://docs.microsoft.com/en-us/microsoft-365/admin/create-groups/compare-groups?view=o365-worldwide 

 

QUESTION 7

HOTSPOT 

You have three devices enrolled in Microsoft Intune as shown in the following table. 

The device compliance policies in Intune are configured as shown in the following table. 

The device compliance policies have the assignments shown in the following table. 

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct
selection is worth one point. 

Hot Area: 
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Correct Answer: 

 

 

QUESTION 8

You have a Microsoft 365 subscription that contains the alerts shown in the following table. 

Which properties of the alerts can you modify? 

A. Status only 

B. Status and Comment only 

C. Status and Severity only 

D. Status, Severity, and Comment only 

E. Status, Severity, Comment and Category 

Correct Answer: B 

Reference: https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/update-
alert?view=o365-worldwide#limitations 

 

QUESTION 9

You need to meet the technical requirement for large-volume document retrieval. What should you create? 

A. a data loss prevention (DLP) policy from the Security and Compliance admin center 
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B. an alert policy from the Security and Compliance admin center 

C. a file policy from Microsoft Cloud App Security 

D. an activity policy from Microsoft Cloud App Security 

Correct Answer: D 

References: https://docs.microsoft.com/en-us/office365/securitycompliance/activity-policies-and-alerts 

 

QUESTION 10

You have a Microsoft 365 E5 subscription that contains a user named User1. 

The subscription has a single anti-malware policy as shown in the following exhibit. 

An email message that contains text and two attachments is sent to User1. One attachment is infected with malware.
How will the email message and the attachments be processed? 

A. Both attachments will be removed. The email message will be quarantined, and User1 will receive an email message
without any attachments and an email message that includes the following text: “Malware was removed.” 

B. The email message will be quarantined, and the message will remain undelivered. 
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C. Both attachments will be removed. The email message will be quarantined, and User1 will receive a copy of the
message containing the original text and a new attachment that includes the following text: “Malware was removed.” 

D. The malware-infected attachment will be removed. The email message will be quarantined, and User1 will receive a
copy of the message containing only the uninfected attachment. 

Correct Answer: C 

Reference: https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/anti-malware-
protection?view=o365-worldwide#anti-malware-policies 

 

QUESTION 11

HOTSPOT 

You have a Microsoft 365 E5 tenant that contains two users named User1 and User2 and the groups shown in the
following table. 

You have a Microsoft Intune enrollment policy that has the following settings: 

MDM user scope: Some 

-Groups: Group1 MAM user scope: Some 

-Groups: Group2 

You purchase the devices shown in the following table. 
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For each of the following statements, select Yes if the statement is true. Otherwise, select No. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 

Reference: https://docs.microsoft.com/en-us/mem/intune/enrollment/windows-enroll 

https://docs.microsoft.com/en-us/mem/intune/enrollment/android-enroll-device-administrator 

 

QUESTION 12

You have a Microsoft 365 E5 tenant that contains 100 Windows 10 devices. 

You plan to deploy a Windows 10 Security Baseline profile that will protect secrets stored in memory. What should you
configure in the profile? 

A. Microsoft Defender Credential Guard 

B. BitLocker Drive Encryption (BitLocker) 

C. Microsoft Defender 
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D. Microsoft Defender Exploit Guard 

Correct Answer: A 

 

QUESTION 13

HOTSPOT 

You have a new Microsoft 365 subscription. 

A user named User1 has a mailbox in Microsoft Exchange Online. 

You need to log any changes to the mailbox folder permissions of User1. 

Which command should you run? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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To enable auditing for a single mailbox (in this example, belonging to Holly Sharp), use this PowerShell command: Set-
Mailbox username -AuditEnabled $true 

References: https://support.microsoft.com/en-us/help/4026501/office-auditing-in-office-365-for-admins
https://docs.microsoft.com/en-us/powershell/module/exchange/mailboxes/set-mailbox?view=exchange-ps 

 

QUESTION 14

You have a Microsoft 365 tenant that contains a Windows 10 device. The device is onboarded to Microsoft Defender for
Endpoint. 

From Microsoft Defender Security Center, you perform a security investigation. 

You need to run a PowerShell script on the device to collect forensic information. 

Which action should you select on the device page? 

A. Initiate Automated Investigation 

B. Collect investigation package 

C. Go hunt 

D. Initiate Live Response Session 

Correct Answer: D 

Reference: https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/live-
response?view=o365-worldwide 

 

QUESTION 15
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HOTSPOT 

You have a Microsoft 365 subscription that contains three groups named All users, Sales team, and Office users, and
two users shown in the following table. 

In Microsoft Endpoint Manager, you have the Policies for Office apps settings shown in the following exhibit. 

The policies use the settings shown in the following table. 

What is the default share folder location for User1 and the default Office theme for User2? To answer, select the
appropriate options in the answer area. NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 

Reference: https://docs.microsoft.com/en-us/deployoffice/overview-office-cloud-policy-service 
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